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S® Microsoft " 00 Meta ama%"“
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SMART CONTRACTS

Why just data on blockchain? ‘

* Let's run computer programs on blockchain \
e OninputXdoY

ethereum

Features:

 Automatic execution (no trusted party)
 Transparency (whatever is in contract happens)
* Example: supply chain management (truck’s GPS shows location X, release funds)
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Blockchain Trilemma

No Pr|va.1cy | Scalability
Transaction are public for Bitcoin 3-7tx/sec
/ everyone. Mastercard 5000 tx/sec. Scalability




/ Starkware Valuation Hits $2B After $50M Series C
Round
The fresh capital will support the deployment of its StarkNet Layer 2 platform, which will allow anyone to build blockchain applications with its
technology.

© STARKWARe

ZERO-KNOWLEDGE PROOF:
PERFECT TOOL FOR BOTH

” $1,000,000

in prizes to prove (or disprove!) Reed-Solomon
proximity gaps conjectures.

An initiative by the Ethereum Foundation to advance the foundations of modern zkVMs.
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@<

LERO-KNOWLEDGE VIRTUAL MACHINE

Untitled1.ps1* X |
1 Install-Module Microsoft.Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 12
2
4 SPeople = Import-Csv .\smails.csv
2
6 =foreach (SPerson in SPeople) {
7 $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”™
10 - Body = @{
11 ContentType = "Text"
12 Content = “[Replace with your email bodyl"
i3
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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Public data

Untitled1.ps1* X |
1 Install-Module Microsoft.Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 12
2
4 SPeople = Import-Csv .\smails.csv
2
6 =foreach (SPerson in SPeople) {
7 $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”™
10 - Body = @{
11 ContentType = "Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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Private data

Untitled1.ps1* X |
1 Install-Module Microsoft.Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 12
2
4 SPeople = Import-Csv .\smails.csv
2
6 =foreach (SPerson in SPeople) {
7 $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”™
10 - Body = @{
11 ContentType = "Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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Public data

n sPacple) {

ect = “[replace with your subject line]

- ContentType
Contant = “[Replace with your body.
|
rivate data Ao
(24
Evai ) Addre o
Addre 300, e 1
}
3}
>
}
SaveTosentltens = Strue
Send-NgUserMail -Userld SPerson.esail -BodyParareter Sparans

Untitled1.ps1* X |

Install-Module Microsoft.Graph -Scope CurrentUser
Connec t-MgGraph -Scopes "Mail.Send”

SPeople = Import-Csv .\emails.csv

—foreach (SPerson in SPecople) {
= $params = @{

NV WNF OV VI W

- Message = &{
Subject = “[replace with your subject Tinel”™

10 - Body = @{
1 ContentType = "Text"
1 Content = “[Replace with your email bodyl"
1 H
14 = ToRecipients = &(
i - e{
16 [= EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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LERO-KNOWLEDGE VIRTUAL MACHINE

Public data

~secpe Currert
o
n SPecple) { I 0 I am Out ut
ect = “[replace with your subject linel
- — Cantantrype
Contant = “[Replace with your body.
-
I |Va e a a e el >
Evai ) Addre o
Addre 300, e 1
}
3}
} )
SaveTosentitens ~ Strva
Send-MgUserMail -UserId SPerson.emsil -BodyParaseter Sparams

Untitled1.ps1* X |

Install-Module Microsoft.Graph -Scope CurrentUser
Connec t-MgGraph -Scopes "Mail.Send”

SPeople = Import-Csv .\emails.csv

—foreach (SPerson in SPecople) {
= $params = @{

NV WNF OV VI W

- Message = &{
Subject = “[replace with your subject Tinel”™

10 - Body = @{
1 ContentType = "Text"
1 Content = “[Replace with your email bodyl"
1 H
14 = ToRecipients = &(
i - e{
16 [= EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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LERO-KNOWLEDGE VIRTUAL MACHINE

Public data

Program output
Private data (= T >
Untitled1.ps1* X |
T e e S S ZK proof

v

SPeople = Import-Csv .\emails.csv

—foreach (SPerson in SPecople) {
= $params = @{

NV WNF OV VI W

- Message = &{
Subject = “[replace with your subject Tinel”™

10 - Body = @{
1 ContentType = "Text"
1 Content = “[Replace with your email bodyl"
1 H
14 = ToRecipients = &(
i - e{
16 [= EmailAddress = &{
17 Address = $SPerson.email
i8 }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 }
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
26

N
\
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@<

VERIFICATION

Public data

Untitled1.ps1* X
1 Install-Module Microsoft,Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 13
2
4 SPeople = Import-Csv .\emails.csv
5
6 =foreach (SPerson in SPeople) {
? E $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”
10 = Body = @{
11 ContentType = “Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = SPerson.email
18 | }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 ¥
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

)
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VERIFICATION

Public data

Untitled1.ps1* X
1 Install-Module Microsoft,Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 13
2
4 SPeople = Import-Csv .\emails.csv
5
6 =foreach (SPerson in SPeople) {
7 $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”
10 = Body = @{
11 ContentType = “Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = SPerson.email
18 | }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 ¥
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

/ / .
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VERIFICATION

Public data

Untitled1.ps1* X
1 Install-Module Microsoft,Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 13
2
4 SPeople = Import-Csv .\emails.csv
5
6 =foreach (SPerson in SPeople) {
? E $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”
10 = Body = @{
11 ContentType = “Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 - e{
16 = EmailAddress = &{
17 Address = SPerson.email
18 | }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 ¥
24
25 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

26 |H
/ / ZK Proof Program output




VERIFICATION

Public data

> 0
utput correct
Untitled1.ps1* X
1 Install-Module Microsoft,Graph -Scope CurrentUser
2 Cormect-MgGraph -Scopes "Mail.Send” 13
2
4 SPeople = Import-Csv .\emails.csv
5
6 =foreach (SPerson in SPeople) {
? E $params = @{
B = Message = &{
9 Subject = “[replace with your subject Tinel”
10 = Body = @{
11 ContentType = “Text"
12 Content = “[Replace with your email bodyl"
i3 H
14 = ToRecipients = &(
15 = e{
16 - EmailAddress = &{
17 Address = SPerson.email
18 | }
19 3
20 )
21 }
22 SaveToSentltems = Strue
23 ¥
2.'.
5 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

/ / ZK Proof Program output




VERIFICATION

Public data

Private data > Output correct

Untitled1.ps1* X
Install-Module Microsoft.Graph -Scope CurrentUser
Connec t-MgGraph -Scopes "Mail.Send” 13
SPeople = Import-Csv .\smails.csv
—foreach (SPerson in SPecople) {
? E $params = @{
= Message = &{
Subject = “[replace with your subject Tinel”
0 = Body = @{
ContentType = “Text"
Content = “[Replace with your email bodyl"
, H

WoNOvibwin

P
MO

i3

14 = ToRecipients = &(

i5 = e{

16 = EmailAddress = &{

7 Address = SPerson.email
i8 }

19 3

20 )

21 }

22 SaveToSentltems = Strue

23 ¥

2.'.

5 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams
’6

/ / ZK Proof Program output




VERIFICATION

Public data

Private data

Untitled1.ps1* X
Install-Module Microsoft.Graph -Scope CurrentUser
Connec t-MgGraph -Scopes "Mail.Send” 14
SPeople = Import-Csv .\smails.csv
—foreach (SPerson in SPecople) {
? E $params = @{
= Message = &{
Subject = “[replace with your subject Tinel”
10 = Body = @{
11 ContentType = “Text"
12 Content = “[Replace with your email bodyl"

WoNOvibwin

13 | }

14 = ToRecipients = &(

15 £ e{

i6 = EmailAddress = @&{

17 Address = SPerson.email
18 | }

19 H

20 )

21 }

22 SaveToSentIitems = S$true

23 } .
74

Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

/ / ZK Proof Wrong output
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Public data

Private data > Output incorrect

Untitled1.ps1* X
Install-Module Microsoft.Graph -Scope CurrentUser
Connec t-MgGraph -Scopes "Mail.Send” 14
SPeople = Import-Csv .\smails.csv
—foreach (SPerson in SPecople) {
? E $params = @{
= Message = &{
Subject = “[replace with your subject Tinel”
0 = Body = @{
ContentType = “Text"
Content = “[Replace with your email bodyl"
, H

WoNOvibwin

P
MO

i3

14 = ToRecipients = &(

i5 = e{

16 = EmailAddress = &{

7 Address = SPerson.email

i8 }

19 3

20 )

21 } I
22 SaveToSentltems = Strue

20 []
2.'.

5 Send-MgUserMail -UserId SPerson.email -BodyParaveter Sparams

’6

/ / ZK Proof Wrong output
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WHY CARE?

N Privacy

* Private data stays private.
* Proof leaks ZERO unnecessary

information

Succinctness (SNARK)

Il >~@~ | ° Private data >> proof size
* 1GB private data —» Few KB proof size

* Slow program, fast proof verification
* 1 hour ->less than 1 second
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HOW IS IT EVEN POSSIBLE?
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at most n + d such that Li(a;) = y; for all i € [1..n + d + 1]. There exists j*
such that L(aj«) # Li(aj-) (otherwise L = L; and deg(L) < n + d). Let
Ly(X) := Inter({(cv;, y;) }"* U { (=, y+)}). It also holds that L;(X) # Ly(X)
because Ly (aj+) # Lo(a+).

Let (°1(X) € F<"+[X] be the ith Lagrange polynomial over the set S
(see Eq. ) fori € [l.n+d+1]. Then, Ly (X) = Z?jldﬂ il (X). Recall also

// 18 Janno Siim
Firstly, if K < n+d+ 1, then deg(L) < K — 1 < n + d, contradicting the
claim that deg(L) > n+d. Thus, we assume in the following that K > n+d+ 2.
Let S; = {a;}" ™ and Li(X) := Inter({a;, y; }'7"") be the interpolation
polynomial over the respective points. Then, L; is a unique polynomial of degree

that 1
X)) = 7' 2, (X) /(X — i) (3)
HOW IS IT EVEN POSSIBLE? e 8 = 1/ Ty — o) Now, osrve th
. >ty gi(@)e; — Li(a) =

S (S gy @) ¢ = ST g @) =

Zn+d+1 Fsl (z) (Z;'n—l g;(a;)e; — ng) H Z?+1d+1 @91 (z)mi(r — ay) :
(Z?ﬁd“ dSl ) Ls, (x)=m11s, (x) .

where 7, = Z:‘Jrldﬂ d?1m;. On the first step, we used that deg(g;) < d and thus
19 9;(X) = M g ()00 (X) and similarly Ly (X) = S350 X0,
By defining So = {o;}; ”+d U {a,~}, we can apply the same derivations to So
and Lo (X). Thus, we obtaln that for b € {1, 2},

> im1 gi(@)es — Lo(@) = T ls, (x) - (4)

% LOT OF COMPLICATED MATH




at most n + d such that Li(a;) = y; for all i € [1..n + d + 1]. There exists j*
such that L(aj«) # Li(aj-) (otherwise L = L; and deg(L) < n + d). Let
Ly(X) := Inter({(cv;, y;) }"* U { (=, y+)}). It also holds that L;(X) # Ly(X)
because Ly (aj+) # Lo(a+).

Let (°1(X) € F<"+[X] be the ith Lagrange polynomial over the set S
(see Eq. ) fori € [l.n+d+1]. Then, Ly (X) = Z?jldﬂ il (X). Recall also

// 18 Janno Siim
Firstly, if K < n+d+ 1, then deg(L) < K — 1 < n + d, contradicting the
claim that deg(L) > n+d. Thus, we assume in the following that K > n+d+ 2.
Let S; = {a;}" ™ and Li(X) := Inter({a;, y; }'7"") be the interpolation
polynomial over the respective points. Then, L; is a unique polynomial of degree

that 1
X)) = 7' 2, (X) /(X — i) (3)
HOW IS IT EVEN POSSIBLE? e 8 = 1/ Ty — o) Now, osrve th
. >ty gi(@)e; — Li(a) =

S (S gy @) ¢ = ST g @) =

Zn+d+1 Fsl (z) (Z;'n—l g;(a;)e; — ng) H Z?+1d+1 @91 (z)mi(r — ay) :
(Z?ﬁd“ dSl ) Ls, (x)=m11s, (x) .

where 7, = Z:‘Jrldﬂ d?1m;. On the first step, we used that deg(g;) < d and thus

U N I M P 0 RTANT TU 19 g;(X) = Z:Hldﬂ gi(e;)02*(X) and similarly L;(X) = ZfﬁdH yil 21 (X).
By defining So = {a; }1 0 U {a;+}, we can apply the same derivations to S

and Lo (X). Thus, we obtaln that for b € {1, 2},

UNDERSTAND APPLICATIONS S5 (o) ~ Do) = 7 Zs5). 8

% LOT OF COMPLICATED MATH
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ZCash
Cryptocurrency launched in 2016 /

Private transaction
Transaction are encrypted
21

Zero-knowledge proofs
Main tool to avoid double spending
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MAIN MOTIVATORS

n Privacy is important

a Scalability is importanter

Scalablllty is main reason for ZK hype ¢o% \
nowadays ‘
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COMPRESSION: EASY EXAMPLE

From To Amount Signature

@<

Alice Bob 50 euro

Bob Eve 20 euros

Alice Eve 10 euro

Succinct proof that
signatures verified
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