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A cryptography professor once told me…

“Teaching zero knowledge usually results in 
zero knowledge for the students…

… unless you draw lots of pictures.”



This is how we prove things “on paper”
• Validation guidelines
• Official letterhead?
• Contents reasonable?
• Written signature?
• Official seal?

• Looks like the real 
thing!

Some graphics from https://marvelcinematicuniverse.fandom.com/wiki/Metro-
General_Hospital  

https://marvelcinematicuniverse.fandom.com/wiki/Metro-General_Hospital
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All the data goes along with the certificate
• The data is a part of 

the certificate.
• Even if all of this is not 

needed!
• E.g., the skin condition 

is not disqualifying, 
but the hospital may 
not know and may not 
need to.



This is how we prove things digitally (today)
• We take the same document, 

but sign it using digital 
signatures.
• Validation guidelines
• Official letterhead?
• Contents reasonable?
• Digital signature present?
• Trust chain valid

• Humans need tools to validate.



Future of digital signatures and proofs
Paper Digital Next step

Proof media Paper with data
(often sent digitally!)

Digital document
with data

Digital document with 
proof on data contents

Data validation Receiver validates 
based on data annex

Receiver validates 
based on data annex

User validates, proves 
result and correctness

Transparency of 
validation process

No built-in transparency 
into validation process

No built-in transparency 
into validation process

User will know the 
result in advance

Authenticity tools Letterhead, seals, 
handwritten signatures

Digital signatures using 
Trust Providers

Digital signatures using 
Trust Providers

Human validation Widely performed,
may require forensics

Tool-assisted,
trusted tools needed

Tool-assisted,
trusted tools needed

Sources of fraud Visual forgeries 
(analog/digital)

Unauthorised access to 
signing tools

Unauthorised access to 
signing tools
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