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Spoiler: It's both
The title was assigned to me :) 
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I am biased

• Background in "provable security"

• I am a user of the tools!

• EasyCrypt user

• Member of Formosa crypto

• Project with Cryspen in HAX toolchain

https://huelsing.net 3



Act I: A realistic tool for industry and 
governments

(the why)
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How to build trust in cryptography?
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Run a competition
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Ask for security proofs
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What if you are not NIST?
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These attacks were found during 
deployment!
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Ever reviewed a proof for 
a cryptographic protocol? 
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TLS 1.3: ~36 pages 
prelim, model & proof 
(full width A4) 

WireGuard: ~16 pages 
JUST proof (full width 
A4) - several small 
mistakes

Signal: ~56 pages (full 
width A4) proof + 
model



So, if proofs are sound we are 
done?
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Algorithm vs specification
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Inconsistent standards implementation
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Source: https://deeprnd.medium.com/decoding-the-playstation-3-hack-unraveling-the-ecdsa-random-generator-flaw-e9074a51b831



Side-channels
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What formal verification can do for you

• Increase trust in 
• security of cryptographic protocols / algorithms
• security & correctness of cryptographic implementations

• Inform certification (Needs politics!)
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See also https://www.nist.gov/news-events/events/2024/07/nist-
workshop-formal-methods-within-certification-programs-fmcp-2024
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What does formally verified mean?

Can mean many things!

• Functional correctness

• Verified side-channel resistance (usually only timing attacks)

• Verified security proof (computational vs symbolic)
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(see https://cryptographycaffe.sandboxaq.com/posts/formal-verification-overview/)
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TLS 1.3 (symbolic security proof)
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Verifying PQC (computational security proofs)

• Barbosa, Barthe, Fan, Grégoire, Hung, Katz, Strub, Wu, and Zhou. EasyPQC: Verifying Post-Quantum 
Cryptography. ACM CCS 2021

• Hülsing, Meijers, and Strub. Formal Verification of Saber’s Public-Key Encryption Scheme in EasyCrypt. 
CRYPTO 2022

• Barbosa, Barthe, Doczkal, Don, Fehr, Grégoire, Huang, Hülsing, Lee, and Wu. Fixing and Mechanizing the 
Security Proof of Fiat-Shamir with Aborts and Dilithium. CRYPTO 2023

• Barbosa, Dupressoir, Grégoire, Hülsing, Meijers, and Strub. Machine-Checked Security for XMSS as in 
RFC 8391 and SPHINCS+. CRYPTO 2023

• Barbosa, Dupressoir, Hülsing, Meijers, Strub. A Tight Security Proof for SPHINCS+, Formally Verified. 
ASIACRYPT 2024

• Almeida, Arranz Olmos, Barbosa, Barthe, Dupressoir, Grégoire, Laporte, Léchenet, Low, Oliveira, 
Pacheco, Quaresma, Schwabe, Strub. Formally Verifying Kyber Episode V: Machine-Checked IND-CCA 
Security and Correctness of ML-KEM in EasyCrypt. CRYPTO 2024
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https://cryptographycaffe.sa
ndboxaq.com/posts/real-
world-verification-of-
software-for-cryptographic-
applications
/
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Act II: Fun for academics
(the how & who)
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Components related to crypto code 
(primitive level)
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Formosa view 
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What Formosa cannot do, yet

• Automated proofs of security or equivalence 
o In progress, improving

• Verify your existing code (except if it is Jasmin code)
oPossible way out: Executable EasyCrypt 

• Analyze complex protocols
oPossible in theory, complexity hard to manage in practice

• Analyze arbitrary quantum algorithms
o EasyPQC: Support for basic QROM arguments
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Viewpoints

Me@Formosa

• We provide you with a tool and a programming language that allows 
you to check your software and proofs

Me@SandboxAQ

• We have this code that we would like to verify
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https://hax.cryspen.com/

https://hax.cryspen.com/


Components related to crypto code 
(primitive level)
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HAX

• Can verify RUST code (a subset)

• Can verify functional correctness (with respect to a F* spec)

• Can verify security claims in F* or other proof-assistants (Rocq, 
SSProve, ProVerif)

• More automation for simple tasks

• Maintenance of bridges tricky
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One way out: formally verified libraries
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Libjade

https://huelsing.net 35
https://github.com/formosa-crypto/libjade
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Libcrux

36

https://github.com/cryspen/libcrux
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Symbolic vs Computational

Computational model (EasyCrypt, Coq, 
SSProve, CryptoVerif, ...)

• Computational adversaries
o Only limitation: Interaction with 

honest parties

o "Black-listing" adversary actions

• Proof -> Strong statement 

• Limited automation

• Proof fails -> ??? Good luck

Symbolic model (Tamarin, ProVerif, ...)

• Dolev-Yao adversary
o Idealized model

o Adversary limited to defined actions 

o "White-listing" adversary actions

• Proof -> ???
o "Proves absence of in model attacks"

• Mostly automated

• No proof? -> Attack
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Limitations

Results are great but

• Full workflow for Kyber took more than 3 years of many, 
many people! (Still not fully published!)

• Tools are "Expert Tools"

• New proofs often need help of tool developer

• Little automation or weaker results

• Little integration between tools

• Statements must be verified!
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Summary

• We have the tools, we can achieve great results (see Kyber)

• Verifying proofs is still research

• Usability still needs improvement

• There are many different tools for different use-cases

• We are working on a fully verified PQC library!

• Check out the Formosa project (https://formosa-crypto.org/)
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Formosa Crypto
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• Effort to formally verify crypto

• Goal: verified PQC ready for 
deployment

• Three main projects:
• EasyCrypt proof assistant

• Jasmin programming language

• Libjade (PQ-)crypto library

• Core community of ≈ 30–40 people

• Discussion forum with >180 people
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