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DISCLAIMER:

Following presentation represent my personal views and shall not 
considered official statement of any public institution.



EU approach …



… and Member States strategy

• National level quantum computing strategies should address 
risks (encryption) and gains (quantum simulation). 

• Comprehensive strategy should encompass a holistic and 
multi-tier approach to infrastructure, policy, education, and 
international cooperation - not just upgrading current 
cryptographic methods. 

• This presentation speculates about potential structure of one 
Member State strategy of migration to quantum proof 
systems.



0. Raising Awareness and Building Support

• Awareness
How get a message through to decision-makers on quantum 
computing-related risks and garner their support to address them?

• Strategic Priorities
• Strategy: Develop a comprehensive approach for quantum computing risk 

management.

• Planning: Outline detailed plans for risk mitigation.

• Budget: Allocate appropriate resources for quantum security initiatives.

• Competencies: Ensure the organization has the necessary skills and expertise.



1. Assessment of Vulnerabilities: 

Begin by conducting a thorough assessment 
of existing systems to identify vulnerabilities 
that could be exploited by quantum 
computing.
•critical infrastructure and services, 
•communication networks, 
•data storage facilities



1.2. Risk based prioritization



1.3. More considerations about time.



2. Adoption of Quantum-Resistant 
Cryptography: 

•Aiming interoperability and based on 
international standards. 
• NIST (National Institute of Standards and 

Technology) standards of quantum-resistant 
algorithms. 
• SOG-IS ACM will be part of EU CSA Schemes.

• Implementation requires much more though…



3. Infrastructure Upgrade: 

Upgrade existing hardware and software infrastructure to 
support the implementation and operation of quantum-resistant 
algorithms. This may involve significant investment in new 
technology and the retrofitting of existing systems.
• quantum key exchange – skepticism in other member-states
• standardization, interoperability and support from software 

libraries.
• multi-tier process, 

requires crypto agility and 
hybrid use of existing and 
postquantum protocols



4. Policy and Legislation: 

Develop and implement policies and legislation that 
mandate the use of quantum-resistant technologies in 
critical sectors. This should include standards for 
quantum-proofing new technologies before they are 
deployed.

• EU level regulations will catch up … eventually
• Changes in standards will become mandatory in conformity 

assessments. 
• Non-PQC solutions may not get certified.

Eventually doing nothing will not be sustainable strategy. 



5. Education and Training, R&D, PR: 

• Invest in research and development to have a practical 
understand of potential future threats posed by quantum 
computing. 
• defensive measures against quantum attacks 
• the exploration of quantum computing for national interests.

•Update educational and professional programs: Educate 
and train the specialists in quantum information science 
and quantum-resistant technologies.
• Targeted awareness campaigns about the importance of 

quantum-proofing national infrastructures. 



6. International Cooperation: 

•International cooperation: standardization, 
competence sharing to gain better insight 
about development of the PQC field.
•Internet, ICT products and systems are 
global, international collaboration will be 
critical for effective defense against quantum 
threats.



7. Public-Private Partnerships: 

Private sector must be involved to leverage the strengths 
and resources in developing and implementing quantum-
proof technologies.
• Training of private sector to be able provide needed 

competencies and technical solutions
• Training and education of software integrators and 

administrators will become crucial at implementing 
quantum proof solutions.
•Market research to have a comprehensive overview about 

qualified quantum proof solutions and products



8. Continuous Monitoring and Adaptation: 

Define roles and establish a system for 
continuous monitoring of quantum 
computing developments and threats. 
•The strategy should be adaptable to 
incorporate new technologies and 
countermeasures as quantum computing 
evolves.



9. Incident Response Planning: 

Develop quantum-specific incident response 
plans to quickly and effectively respond 
incidents that may occur during or after the 
transition.



Festina Lente - Hurry slowly?



Thank You

Tänan
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